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Part 1
. Overview and Concepts

« Introduction of each of the OPC UA Specifications

+ Overview of the design, security, and scalabiity goals

+ Client/Server methodology used by OPC — Systerns concepts of OPC, such as address—space, subscriptions,
and events

* Infroduction of the concepts behind the Services (interfaces)

Part 2
: Security Model

« Infroduction of the security objectives and identifying threats to OPC—based systems

« Mitigation of identified threats

« Overview of user—authentication and controling access rights, application identification using digital certificates,
audiiing user and system activities, availability of OPC systems (redundancy) and secure/encrypted message
transmission

Part 3
: Address Space Model

* The concepts of an address space, Node and Views
» Detalled description of Nodes and References and how they are used to logically organize the address space
+ Detalled descriptions of node types, reference types, data—types, event types, and how they can be used for

information modeling

Part 4
. Services

+ The UA Services (interfaces) that Servers and Clients must use
« Server and Client behavior expectations
« Common data—types used by Service parameters
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Part 5
. Information Model

« Introduction of each of the OPC UA Specifications

« Overview of the design, security, and scalability goals

+ Client/Server methodology used by OPC, such as address—space, subscriptions, and events
« Introduction of the concepts behind the Services (interfaces)

+ Data encoding/decoding overview and rules for standard data—types and for complex data—types and objects

Part 6 « Securing OPC UA messages for secure conversations

: Mappings « Security validation rules
+ Transport protocol mappings : UA TCP, SOAP/HTTP, and HTTPS

Part 7 « Concepts of Profiles and conformance units

- Profiles « UA Server and UA Client categories for behavior, functionality supported, and supported security

' « Detalled descriptions of required behaviors and optional behaviors for each Profile, including nested Profiles
« Overview and concepts of Data Access and its evolution from the OPC Classic Data Access specifications

Part 8 + Information model description and behavior rules of data—types

. Data Access

+ Address—space organization
+ Description and rules of the PercentDeadband behavior
+ Detailed description of error codes that are specific to this specification

Part 9
. Alarms and Conditions

+ Overview and concepts of Alarms & Conditions and its evolution from the OPC Classic A & E specification
+ Information model description and behavior rules, each data type, and expected behaviors
+ Address—space organization

« Concepts of a Program, and where they can be used, life—times, and state
* Information model description and behavior rules including program types, causes and effects, parameters,

Part 10
. and return codes
. Programs ) ) )
* Implementation of diagnostics
» Example Program implementations
« Overview and concepts of history for data and events, and its evolution from OPC Classic HDA
Part 11 + Information model description and behavior rules for nodes and each data—type and event

. Historical Access

+ Detailed descriptions of behavior for creating, retrieving, updating, and deleting archived data and/or
annotations/notes,
* Detalled descriptions for security including access rights and auditing

+ The discovery process

Part 12 « Local Discovery Server (LDS) conoepts & Global Discovery Server (GDS) concepts
. Discovery + Certificate Management for Push and Pull methods
« Deployment and Configuration
« The concepts of an aggregate and where they can and should be applied to generic applications and
Part 13 Historians
: aAggregates . Deta'\ledl descriptions and pehavior requifements of all 37 aggregates
« Information model description and behavior rules for each data type
« Extensive library of reference material showing examples of queries and results for each aggregate
+ a general introduction of the concepts,
Part 14 + a definition of the PubSub communication parameters,
. PubSub + a PubSub configuration information model,

+ and mappings to messages and protocols
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OPC UA C++ Development Toolkits

— OPC UA C++ Server & Client Toolkit for Windows
— OPC UA C++ Server & Client Toolkit for Linux

— OPC UA C++ Server & Client Toolkit for VxWorks

OPC UA NET Development Toolkit
— OPC UA NET Server & Client Toolkit for Windows

OPC UA Java Development Toolkit
OPC UA embedded Toolkit

— ANSI C standard and features a low memory footprint
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OPC-UA Client

OPC—DA(Classic) Client
Modbus RTU/ASC I, TCP
Mitsubishi melsec Serial/Ethernet
LSAFH XGT Serial/Ethernet
CIMON Serial/ Ethernet
SEMENS S7 Ethernet
DNP3 Ethernet

PROFINET

OPC-UA Server

MH|A OPC— DA(Classic) Server
MQTT Publisher
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ThingSPIN® Workbench ’ ‘ ThingSPIN® API Server

[ [

( ThingSPIN® EMB (Enferprise Message Bus) )
| |

ThingSPINE ThingSPIN® SDPS (Stream deta processmg sutrsystem)

Edge SDK mngsmm 5. wngspm

mngspw i  THingSPIN® £ ThingSPIN®
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Rece\ver S1reamer

ThingSPIN®

UBUNTU 16.04
(64BITS)

CPU : X86 64BITS
RAM : 64GB

DISK : 1TB
(Very minimal)

2 Ethernet 10/100
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Functional Category Module Starter Basic  Standard Pro  Enterprise
Dashboard Editor

Trend Graph Panel

Data Table Panel

Single Data Value Display  Widget

Markdown/HTML Widget

Clock Widget

|0 |0 |0 |0 |0

Alert List Panel

Gage Widget

oOjlojo|jlO0O |0 |0 |0 |0

ThingSPIN  Workbench
Pie chart Widget

OO0 |lO0O|O0O |0 |0 |0 |0

Deta In/Out Channel Editor

Bi—directional Device Manager

Bi—directional Device SDK  Generator

Bi—directional Device  Dashboard Editor

Histogram Widget

o|jojlojojojoloj]Ooj]Oj]O|]O|O O |O|O

Geo Map Widget

Logo branding

Simple value TCP channel

Key/Value TCP channel

CSV Type multi value TCP  channel

OO |0 |0

Simple JSON TCP channel

Data Input Channel
HTTP REST Puller

MQTT

Katka

JDBC RDB Record Connector

InfluxDB O O

Elasticsearch
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Database MySQL, MeriaDB (RDB)

Cassandra (with  Bi—directional Device)

Redis

Linux version O

OPC UA Client

cl/lojojojojojojojojojlojojojojojojojojojojojojo|lojojo|jo|jo|jo|o

Windows version
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